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1. Introduction to Modbus TCP

1.1 Overview

The Modbus is the most popular industrial protocol being used

today. Modbus is a “master-slave” architecture, where the “master” | Medbus/TCP Master
sends polling request with address and data it wants to one of oo :
multiple “slaves”. The slave device that is addressed responds to
master. The master is often a PC, PLC, DCS or RTU... The salves
are often the field devices. Some of them are “hybrid”.

There are three most common Modbus versions, Modbus ASCI|, e |
Modbus RTU and Modbus TCP. Ethernet based device, Industrial SCADA/HMI

Ethernet Switch for example, supports Modbus TCP that it can be
polled through Ethernet. Thus the Modbus TCP master can read or
write the Modbus registers provided by the Industrial Ethernet
Switch. 7

Polling

Ethernet

Korenix JetNet switches implement the Modbus TCP registers
into the latest firmware. The registers include the System V
information, firmware information, IP address, power status,
interfaces’ status, port information, SFP information, Modbus/TCP Slave

inbound/outbound packet information.

With the supported registers, users can read the information
through their own Modbus TCP based progress/ display/ monitor

applications and monitor the status of the switch easily.

Registers

There is no Web Ul for Modbus TCP configuration. The Modbus
TCP configuration can be changed through CLI.

1.2 Function Code (FC)

The Modbus TCP device uses a subset of the standard Modbus TCP function code to
access device-dependent information. Modbus TCP function code is defined as below.

FC Name Usage
01 Read Coils Read the state of a digital output
02 Read Input Status Read the state of a digital input
03 Read Holding Register Read holding register in 16-bits register format
04 Read Input Registers Read data in 16-bits register format
05 Write Coil Write data to force a digital output ON/OFF
06 Write Single Register Write data in 16-bits register format
15 Force Multiple Coils Write data to force multiple consecutive coils

The JetNet device supports the function code 04, which name is Read Input Registers.
With this support, the remove SCADA or other Modbus TCP application can poll the
information of the device and monitor the major status of the switch.



1.3 Error Checking

The utilization of the error checking will help eliminate errors caused by noise in the
communication link. In Modbus TCP mode, messages include an error-checking field that
is based on a Cyclical Redundancy Check (CRC) method. The CRC filed checks the
contents of the entire message. It applied regardless of any parity check method used for
the individual BYTE acters of the message. The CRC value is calculated by the
transmitting device, which appends the CRC to the message. The receiving device
recalculates a CRC during receipt of the message, and compares the calculated value to
the actual value it received in the CRC filed.

Exception Response

If an error occurs, the slave sends an exception response message to master consisting of
the slave address, function code, exception response code and error check field. In an
exception response, the slave sets the high-order bit (MSB) of the response function code
to one. The exception response codes are listed below.

Code Name Descriptions

01 lllegal Function The message function received is not allowable
action.

02 lllegal Data Address The address referenced in the data field is not valid.

03 llegal Data Value The value referenced at the addressed device
location is no within range.

04 Slave Device Failure An unrecoverable error occurred while the slave
was attempting to perform the requested action.

05 Acknowledge The slave has accepted the request and processing
it, but a long duration of time will be required to do
S0.

06 Slave Device Busy The slave is engaged in processing a long-duration
program command.

07 Negative Acknowledge The slave cannot perform the program function
received in the query.

08 Memory Parity Error The slave attempted to read extended memory, but
detected a parity error in the memory.

2. Modbus TCP Register Table

Word Address Data Type Description

System Information

0x0000 16 words Vender Name = “Korenix”

Word 0 Hi byte = ‘K’
Word 0 Lo byte = ‘0’
Word 1 Hi byte = ‘r’
Word 1 Lo byte = ‘e’




Word 2 Hi byte = ‘n’
Word 2 Lo byte = ‘I’
Word 2 Hi byte = X’
Word 2 Lo byte =10’

(other words = 0)

0x0010 16 words Product Name = "JetNet5828G"

Word 0 Hi byte = ‘J’

Word 0 Lo byte = ‘¢’

Word 1 Hi byte = ‘T’

Word 1 Lo byte = ‘N’

Word 2 Hi byte = ‘e’

Word 2 Lo byte = ‘t’

Word 3 Hi byte = ‘5’

Word 3 Lo byte =8’

Word 4 Lo byte =2’

Word 4 Hi byte = ‘8’

Word 5 Lo byte = ‘G’

Word 5 Hi byte = \0’

(other words = 0)
0x0020 128 words SNMP system name (string)
0x00AO0 128 words SNMP system location (string)
0x0120 128 words SNMP system contact (string)
0x01A0 32 words SNMP system OID (string)
0x01CO 2 words System uptime (unsigned long)
0x01C2 to 60 words Reserved address space
O0x01FF
0x0200 2 words hardware version
0x0202 2 words S/N information
0x0204 2 words CPLD version
0x0206 2 words Boot loader version
0x0208 2 words Firmware Version

Word 0 Hi byte = first number of version

Word 0 Lo byte = second number of version
Word 1 Hi byte = third number of version

Word 1 Lo byte = extended character of version
Ex: Version = v1.2a

Word 0 Hi byte = 0x1

Word 0 Lo byte = 0x2




Word 1 Hi byte = 0x0
Word 1 Lo byte = ‘@’
Version =v1.2.3a
Word 0 Hi byte = 0x1
Word 0 Lo byte = 0x2
Word 1 Hi byte = 0x3
Word 1 Lo byte = ‘@’
Version =v1.2.3.4
Word 0 Hi byte = 0x1
Word 0 Lo byte = 0x2
Word 1 Hi byte = 0x3
Word 1 Lo byte = 0x0

0x020A

2 words

Firmware Release Date

Firmware was released on 2010-08-11 at 09 o’clock
Word 0 = 0x0B09

Word 1 = 0x0OA08

0x020C

3 words

Ethernet MAC Address

Ex: MAC = 01-02-03-04-05-06
Word 0 Hi byte = 0x01

Word 0 Lo byte = 0x02

Word 1 Hi byte = 0x03

Word 1 Lo byte = 0x04

Word 2 Hi byte = 0x05

Word 2 Lo byte = 0x06

0x020F to Ox2FF

241 words

Reserved address space

0x0300

2 words

IP address

Ex: IP =192.168.10.1
Word 0 Hi byte = 0xCO
Word 0 Lo byte = OxA8
Word 1 Hi byte = Ox0A
Word 1 Lo byte = 0x01

0x0302

2 words

Subnet Mask

0x0304

2 words

Default Gateway

0x0306

2 words

DNS Server

0x0308 to Ox3FF

248 words

Reserved address space (IPv6 or others)

0x0400

1 word

AC1
0x0000:0ff
0x0001:0On




OxFFFF: unavailable

0x0401

1 word

AC2

0x0000:Off
0x0001:0On

OxFFFF: unavailable

0x0402

1 word

DC1

0x0000:Off
0x0001:0On

OxFFFF: unavailable

0x0403

1 word

DC2

0x0000:Off
0x0001:0On

OxFFFF: unavailable

0x0404 to
0x040F

12 words

Reserved address space

0x0410

1 word

DI1

0x0000:Off
0x0001:0On

OxFFFF: unavailable

0x0411

1 word

DI2

0x0000:Off
0x0001:0On

OxFFFF: unavailable

0x0412

1 word

DO1

0x0000:Off
0x0001:0On

OxFFFF: unavailable

0x0413

1 word

DO2

0x0000:Off
0x0001:0On

OxFFFF: unavailable

0x0414 to
0x041F

12 words

Reserved address space

0x0420

1 word

RDY
0x0000:0ff
0x0001:0On

0x0421

1 word

RM / RS (Green light)
0x0000:Off




0x0001:0On

0x0422

1 word

RF / RS — (Yellow light)
0x0000:0ff
0x0001:0On

RS

Po

rt Information (32 Ports)

0x1000 to
O0x11FF

16 words

Port Name

0x1200 to
0x121F

1 word

Administrative Status
0x0000: disable
0x0001: enable

0x1220 to
0x123F

1 word

Operating Status
0x0000: disable
0x0001: enable
OxFFFF: unavailable

0x1240 to
Ox125F

1 word

Duplex

0x0000: half
0x0001: full

0x0003: auto (half)
0x0004: auto (full)
0x0005: auto
OxFFFF: unavailable

0x1260 to
0x127F

1 word

Speed

0x0001: 10
0x0002: 100
0x0003: 1000
0x0004: 2500
0x0005: 10000
0x0101: auto 10
0x0102: auto 100
0x0103: auto 1000
0x0104: auto 2500
0x0105: auto 10000
0x0100: auto
OxFFFF: unavailable

0x1280 to
0x129F

1 word

Flow Control
0x0000: off




0x0001: on
OxFFFF: unavailable

0x12A0 to 1 word Default Port VLAN ID
0x12BF 0x0001-0xFFFF
0x12CO0 to 1 word Ingress Filtering
0x12DF 0x0000: disable
0x0001: enable
0x12EO0 to 1 word Acceptable Frame Type
Ox12FF 0x0000: all
0x0001: tagged frame only
0x1300 to 1 word Port Security
0x131F 0x0000: disable
0x0001: enable
0x1320 to 1 word Auto Negotiation
0x133F 0x0000: disable
0x0001: enable
OxFFFF: unavailable
0x1340 to 1 word Loopback Mode
0x135F 0x0000: none
0x0001: MAC
0x0002: PHY
OxFFFF: unavailable
0x1360 to 1 word STP Status
0x137F 0x0000: disabled
0x0001: blocking
0x0002: listening
0x0003: learning
0x0004: forwarding
0x1380 to 1 word Default CoS Value for untagged packets
0x139F
0x13A0 to 1 word MDIX
0x13BF 0x0000: disable
0x0001: enable
0x0002: auto
OxFFFF: unavailable
0x13CO0 to 1 word Medium mode
0x13DF 0x0000: copper

0x0001: fiber




0x0002: none
OxFFFF: unavailable

0x13EO0 to 288 words Reserved address space
Ox14FF
SFP Information (32 Ports)
0x1500 to 1 word SFP Type
0x151F
0x1520 to 1 words Wave length
0x153F
0x1540 to 2 words Distance
0x157F
0x1580 to 8 words Vender
0x167F
0x1680 to 384 words Reserved address space
Ox17FF
SFP DDM Information (32 Ports)

0x1800 to 1 words Temperature
0x181F Raw data
0x1820 to 2 words Alarm Temperature
0x185F Word 0 : Raw data of High Alarm

Word 1 : Raw data of Low Alarm
0x1860 to 1 words Tx power
0x187F Raw data
0x1880 to 2 words Warning Tx power
0x18BF Word 0 : Raw data of High Alarm

Word 1 : Raw data of Low Alarm
0x18CO0 to 1 words Rx power
0x18DF Raw data
O0x18EO0 to 2 words Warning Rx power
0x191F Word 0 : Raw data of High Alarm

Word 1 : Raw data of Low Alarm
0x1920 to 1760 words Reserved address space
Ox1FFF

Inbound packet information

0x2000 to 2 words Good Octets
0x203F
0x2040 to 2 words Bad Octets

0x207F




0x2080 to 2 words Unicast
0x20BF
0x20C0 to 2 words Broadcast
0x20FF
0x2100 to 2 words Multicast
0x213F
0x2140 to 2 words Pause
0x217F
0x2180 to 2 words Undersize
0x21BF
0x21CO0 to 2 words Fragments
0x21FF
0x2200 to 2 words Oversize
0x223F
0x2240 to 2 words Jabbers
0x227F
0x2280 to 2 words Discards
0x22BF
0x22C0 to 2 words Filtered frames
0x22FF
0x2300 to 2 words RxError
0x233F
0x2340 to 2 words FCSError
0x237F
0x2380 to 2 words Collisions
0x23BF
0x23CO0 to 2 words Dropped Frames
0x23FF
0x2400 to 2 words Last Activated SysUpTime
0x243F
0x2440 to 191 words Reserved address space
Ox24FF

Outbound packet information
0x2500 to 2 words Good Octets
0x253F
0x2540 to 2 words Unicast
0x257F
0x2580 to 2 words Broadcast
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0x25BF

0x25C0 to 2 words Multicast
0x25FF
0x2600 to 2 words Pause
0x263F
0x2640 to 2 words Deferred
0x267F
0x2680 to 2 words Collisions
0x26BF
0x26C0 to 2 words SingleCollision
0x26FF
0x2700 to 2 words MultipleCollision
0x273F
0x2740 to 2 words ExcessiveCollision
0x277F
0x2780 to 2 words LateCollision
0x27BF
0x27CO0 to 2 words Filtered
Ox27FF
0x2800 to 2 words FCSError
0x283F
0x2840 to 447 words Reserved address space
O0x29FF
Number of frames received and transmitted with a length(in octets)
0x2A00 to 2 words 64
0x2A3F
0x2A40 to 2 words 65 to 127
Ox2AT7F
0x2A80 to 2 words 128 to 255
0x2ABF
0x2ACO0 to 2 words 256 to 511
Ox2AFF
0x2B00 to 2 words 512 to 1023
0x2B3F
0x2B40 to 2 words 1024 to maximum size
0x2B7F
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3. Modbus TCP Commands

There is no Web Ul for Modbus TCP configuration. The Modbus TCP configuration can be

changed through CLI only.

Modbus TCP

Number of the Modbus/TCP
Master

Switch(config)# modbus
idle-timeout Max interval between requests
master Modbus TCP Master
port Listening Port
Switch(config)# modbus master
<1-20> Max Modbus TCP Master

Modbus/TCP idle time

Switch(config)# modbus idle-timeout
<200-10000> Timeout vlaue: 200-10000ms

Modbus/TCP port number

Switch(config)# modbus port

<1-65535> Port Number

4. Modbus TCP Device Photos

To integrate Korenix product with SCADA system,
Korenix has provided the photos of the supported
devices. You can download it from Korenix web site

well.

Example figure of 4508.
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Appendix 1 - Revision History

Edition Date Modifications
V1.0 Nov. 15, 2011  The first release Modbus TCP Manual.

The Supported Models and Firmware Version — Nov. 15, 2011
Model Version Model Version
JetNet 4508 V1.1 JetNet 5012G V1.3
JetNet 4508f V1.1 JetNet 5018G V1.3
JetNet 4510 V2.5 JetNet 5628G V1.2
JetNet 5010G V2.5 JetNet 5828G V1.0
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Appendix 2 - About Korenix

The Korenix business idea is to let you spend less time at work and fewer budget on
your applications. Do you really want to go through all the troubles but still end up with
low quality products and lousy services? Definitely not! This is why you need Korenix.
Korenix offers complete product selection that fulfills all your needs for applications. We
provide easier, faster, tailor-made services, and more reliable solutions. In Korenix,
there is no need to compromise. Korenix takes care of everything for you!

your searching here. Korenix Technology is your one-stop supply center
for industrial communications and networking products. Korenix Technology is
established by a group of professionals with more than 10 year experience in the arenas
of industrial control, data communications and industrial networking applications.
Korenix Technology is well-positioned to fulfill your needs and demands by providing a
great variety of tailor-made products and services. Korenix’s industrial-grade products
also come with quality services. No more searching, and no more worries. Korenix
Technology stands by you all the way through.

With our work experience and in-depth know-how of industrial communications and
networking, Korenix Technology is able to combine Asia’s research / development ability
with competitive production cost and with quality service and support.

Korenix’s global sales strategy focuses on establishing and developing trustworthy
relationships with value added distributors and channel partners, and assisting OEM
distributors to promote their own brands. Korenix supplies products to match local
market requirements of design, quality, sales, marketing and customer services,
allowing Korenix and distributors to create and enjoy profits together.

KoreCARE--- KoreCARE is Korenix Technology’s global service center, where our
professional staffs are ready to solve your problems at any time and in real-time. All of
Korenix’s products have passed ISO-9000/EMI/CE/FCC/UL certifications, fully satisfying
your demands for product quality under critical industrial environments. Korenix global
service center’s e-mail is koreCARE@korenix.com

Each of Korenix’s product line is designed, produced, and tested with high industrial
standard. Korenix warrants that the Product(s) shall be free from defects in materials
and workmanship for a period of five (5) years from the date of delivery provided that the
Product was properly installed and used. This warranty is voided if defects, malfunctions
or failures of the warranted Product are caused by damage resulting from force measure
(such as floods, fire, etc.), environmental and atmospheric disturbances, other external
forces such as power line disturbances, host computer malfunction, plugging the board
in under power, or incorrect cabling; or the warranted Product is misused, abused, or
operated, altered and repaired in an unauthorized or improper way

Korenix Technologies Co., Ltd.

sales@korenix.com

kore CARE@korenix.com
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