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Overview

Chapter 1, Introduction, introduces you to the JETPORT 5208 /
JETPORT 5216 System. Its purpose, features and benefits are presented, and
its front and back panel components are described.

Chapter 2, Hardware Setup, provides step-by-step instructions for setting
up your installation.

Chapter 3, Browser Login, explains how to log into the JETPORT 5208 /
JETPORT 5216 from your browser.

Chapter 4, Administration, explains the administrative procedures that are
employed to configure the JETPORT 5208 / JETPORT 5216°s working
environment.

Chapter 5, Browser Operation, details concepts and procedures involved
in the browser operation of your JETPORT 5208 / JETPORT 5216 installation.

Chapter 6, Out of Band Operation, describes how to set up the various
serial port methods that can be used to access the JETPORT 5208 / JETPORT
5216 when the network is unavailable.

Chapter 7, Real Port Management, shows how to install the Real
COM port driver and to set up and manage the Real COM ports.

An Appendix, at the end of the manual provides technical and troubleshooting
information.




Chapter 1
Introduction

Overview

The JETPORT 5208 / JETPORT 5216 Serial over the net is a control unit that
provides both In-Band and Out-of-Band remote serial access to up to 8
(JETPORT 5208) or 16 (JETPORT 5216) servers or other serial IT devices
(hubs, routers, power management devices, etc.), via a Telnet or SSH TCP/IP
connection.

Up to 8 (JETPORT 5208) or 16 (JETPORT 5216) Users can log in at the same
time from any computer connected to the Internet, whether down the hall, or
half way around the world. Each is able to control a separate port so that eight
attached devices can be accessed at the same time.

Remote

JETPORT 5208

The JETPORT 5208 / JETPORT 5216 can work in tandem with other remote
management products. Management system to provide convenient, reliable,
and effective, remote data center device management.

Installation is fast and easy: plugging cables into their appropriate ports is all
that is entailed. A choice of browser based GUI, Telnet (SSH), and VT console
terminal sessions make configuration and operation smooth and convenient.
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The JETPORT 5208 / JETPORT 5216's firmware is upgradeable over the Net,
$0 you can stay current with the latest improvements simply by downloading
updates from our website. With its advanced features and ease of operation,
the JETPORT 5208 / JETPORT 5216 is the most convenient, most reliable,
and most cost effective way to centrally manage your remote, serially
connected, IT products.

Requirements

S Sun'sJava2 JRE 1.4.2 or higher must be installed on your computer.
Java is available for free download from the Sun Java website:

http://java.sun.com

S The devices that connect to the JETPORT 5208 / JETPORT 5216 must
support the RS-232 protocol or RS-232 terminal operations

Real COM port driver (Real COM port) support requires Windows 2000 or
higher.

¢
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Features
JetPort 5216

16 ports RS-232 over 10/100M Ethernet

Real COM Driver for Windows 2000/XP/2003/Vista, Linux
Versatile Serial Services: Real Com, TCP server.
Multi-level secure user authentication and authorization by
SSH / Telnet or Console

Auto IP Discovery, and Virtual Port Mapping Utility

User Access by Port

Dial-in Modem and direct Access by PPP/Hyper Terminal
Choice of configuration methods: Web console, console
terminal.

SNMP MIB II, RS-232 MIB for network management, SNMP
Trap

Event Notification by Syslog, E-mail, and SNMP trap
Standard 19-inch rack mount 1U size

JetPort 5208

8 ports RS-232 over 10/100M Ethernet

Real COM Diriver for Windows 2000/XP/2003/Vista, Linux
Versatile Serial Services: Real Com, TCP server.
Multi-level secure user authentication and authorization by
SSH / Telnet or Console

Auto IP Discovery, and Virtual Port Mapping Utility

User Access by Port

Dial-in Modem and direct Access by PPP/Hyper Terminal
Choice of configuration methods: Web console, console
terminal.

SNMP MIB II, RS-232 MIB for network management, SNMP
Trap

Event Notification by Syslog, E-mail, and SNMP trap
Standard 19-inch rack mount 1U size
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JETPORT 5208 / JETPORT 5216 Front Panel

1 2345
1 2345
No. Component Description

1 Port LEDs A Port LED lights to indicate the device attached to its
corresponding port is online. The LED flashes when data
is being transmitted through its corresponding port.

2 Reset Switch Pressing and holding this switch in for less than three
seconds performs a system reset. Pressing and holding
this switch in for more than three seconds returns its
settings to their default status.

3 10/100 Mbps The LED lights ORANGE to indicate a 10 Mbps data

Data LED transmission speed. It lights GREEN to indicate a 100
Mbps data transmission speed.

4 Link LED Flashes GREEN to indicate that a Client program is
accessing the device.

5 Power LED Lights when the JETPORT 5208 is powered up and

ready to operate.
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JETPORT 5208 / JETPORT 5216 Rear Panel

No. Component Description
1 Power Socket The power cable from the AC source plugs in here.
2 Power Switch This is a standard rocker switch that powers the
JETPORT 5208/ JETPORT 5216 on and off.
3 LAN Port The Ethernet cable that connects the JETPORT 5208 /
JETPORT 5216 to the Internet plugs in here.
4 Serial Ports The RJ45 to Serial Cable
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Hardware Setup

Before you Begin

1. Make sure that power to all the devices you will be
connecting up have been turned off.

Stacking and Mounting

The JETPORT 5208 /JETPORT 5216 can be placed on the desktop or it can be
rack mounted, as described in the sections that follow.

Stacking

To place the JETPORT 5208/ JETPORT 5216 on the desktop stick the self-
adhesive footpads that came with your package to the unit's bottom panel at
the four corners.
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Rack Mounting

The JETPORT 5208 / JETPORT 5216 can be mounted in a 1U system rack.
The mounting brackets can screw into either the front or the back of the
unit so that it can attach to the front or the back of the rack. To rack mount
the unit:

1. Remove the screws at the front or the rear, as shown in the diagram below.

Phillips head hex
M3x6

Phillips head hex
M3 x6

2. Screw the mounting brackets into the sides of the unit at the front or the
rear, as shown in the diagram below.

Philips head hex
M3x8

Philips head hex
M3x8

3. Slide the unit into the front or rear of the rack and secure it to the rack.

8
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PC Installation

Refer to the Installation Diagram on p.10 (the numbers in the diagram
correspond to the numbers of the steps), as you do the following:

1.

For each server or serial device, plug an RJ45 to Serial cable into its serial
port.

. Plug the RJ-45 connector of the cable above to connect any available port

on the JETPORT 5208 / JETPORT 5216's rear panel to the adapter.

. Ifyou choose to install a serial modem for OOB operation (see Chapter 6),

use standard Ethernet cable to connect any available port on the JETPORT
5208 / JETPORT 5216's rear panel to a DTE to DCE serial Cable then
plug the cable into the modem's serial port.

Note: This step is optional.

. Plug a Ethernet cable to connects the JETPORT 5208 / JETPORT 5216 to

the network or the Internet into its LAN port.

. Use the AC power cord provided with this package to connect the

JETPORT 5208/ JETPORT 5216's Power Socket to an AC power source.

After you connect all the cables, you can turn on the JETPORT 5208 /
JETPORT 5216.
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PC Installation Diagram:

(DB9-M, DTE - DCE)

\ (DB9, DCE)
]
©

Te 1o

@
el

(DBY-F, DTE - DTE)

(DBY9, DTE)
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Sun Fire V100 Server Installation

For each Sun Fire V100 server you wish to install, refer to the Installation
Diagram on p. 12 (the numbers in the diagram correspond to the numbers of
the steps), as you do the following:

1. Use standard Ethernet cable to connect any available port on the JETPORT
5208 / JETPORT 5216's rear panel.

2. Use standard Ethernet cable to connect the V100's LAN port.

Note: If you choose to install a serial modem for OOB operation
(see Chapter 6), refer to step 3 of the PC installation procedure.

4. Plug the cable that connects the JETPORT 52087 JETPORT 5276 to the
network or the Internet into its LAN port.

5. Use the AC power cord provided with this package to connect the
JETPORT 5208/ JETPORT 5216's Power Socket to an AC power source.

After you connect all the cables, you can turn on the JETPORT 5208 /
JETPORT 5216.
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Sun Fire V100 Server Installation Diagram

SunFire
V100
Server

[

o]

@JL&&@AAAA

Lo o
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Logging In

JETPORT 5208 / JETPORT 5216 operation is Internet browser based. To
begin:

1. Open your browser and specify the IP address of the JETPORT 5208 /
JETPORT 5216 you want to access in the browser's URL location bar.

Note: 1. Default IP: 192.168.10.2
2. If you are the administrator, and are logging in for the first time,
the various ways to determine the JETPORT 5208 / JETPORT
5216's IP address are described in the Appendix on p. 75.

2. A Security Alert dialog box appears. Accept the certificate.
3. Alogin dialog box, like the one below, appears:

JetPortS208 - Login

lzername:;

Pasgwiord

[ Logn | [ Reset |

4. Provide a valid Username and Password (set up by the administrator), then
Click Login to continue.

Note: Ifyou are the administrator, and are logging in for the first time, use
the default Username: admin; and the default Password: admin.
For security purposes, we strongly recommend you remove these
and give yourself a unique Username and Password.
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The JETPORT 5208 / JETPORT 5216 Main Screen

After you have successfully logged in, the Main Screen appears:

=
o )
o
com
o

R

¢

Except for the Logout icon, the icons arranged horizontally across the
top are only enabled for the administrator. Administrative functions are
explained in Chapter 4.

Note: Be sure to click the Logout icon when you end your session.

¢

The bar along the left side is used to configure and control access to
each of the JETPORT 5208 / JETPORT 5216's COM ports. The
functions of each of the buttons is described in Chapter 5.

U

Unless you need to perform administrative functions, you can skip
to Chapter 5 now.
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Working Environment Configuration

The icon bar at the top of the main screen is used by the administrator to
configure the JETPORT 5208 / JETPORT 5216's working environment.

LI e 29

General Metwiork Radius QOBC Datef Time Firmware Logout:

An explanation of each of the configuration functions is given in the sections
that follow.

General

When you click the General icon, the following dialog box appears:

General Settings

System Information
Station Mame: '_-Zl.e.ti:‘-o.rts.zmﬂé.|_

Station Dascription:

Administrator

Mame: __adrﬁi.l-ﬂi-strator
Old Passwoard:

Password:

Canfirm Password:

Camments:

Connection Control
Session timeout: E | min. {0:Disable}

Save ] [Restore ]
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The dialog box is divided into three main panels, as described below:

System Information:

The System Information section allows you to provide a name and description
for the JETPORT 5208 / JETPORT 5216 Station. Providing a Station Name
and Station Description is optional, but makes it convenient to differentiate the
Stations in large, multistation installations.

Administrator:
This section sets the administrator's login name and password.
S The default administrator name is: admin

S The default password is: admin

For security purposes, we strongly recommend that you change the default
values to something unique.

The Comments field is optional. It provides administrators with a place to enter
personal comments.

Connection Control:

Session Timeout sets a timeout value. If there is no input from the logged in
operator for the amount of time set with this function, the operator is
automatically logged out and the session is terminated. Valid settings are from
0 ~ 255 minutes. A setting of 0 (zero) disables this function. The default is 3
minutes.
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Network

Network Configuration allows you to set up the network parameters for the
JETPORT 5208 / JETPORT 5216:

Network Configuration

[t T

HTTPS fi43

Service Parts: | | Telet [E3
ssH iz

Socket [5001 Base sockst ior GOMs

[T Ctasin an IP addre s aulomatically [DHCP]

sy 1P 10.0.0.163

Ahemate DNS Server:

™ Ennble mpear b the klkming sddmas

SMTP Sarvar

Updat |

Service Ports:

Lets you select the service ports that the JETPORT 5208 / JETPORT 5216
listens for incoming data on. Unless you have a specific reason for changing
them, we recommend you leave the default settings as they are.

IP Address:

The default is for a fixed IP address. To give the JETPORT 5208 / JETPORT
5216 a fixed IP address, fill in the Primary IP to Alternate DNS Server fields
with values appropriate to the network you are on.

Default IP address is 192.168.10.2
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To have the Station obtain its IP address automatically from a DHCP server:

1.
2.

Put a check in the Obtain an IP address automatically [DHCP] checkbox.

Enable the Enable report from the following SMTP server checkbox, and
key in the IP address of your SMTP server.

If your server requires authentication, put a check in the My server
requires authentication checkbox.

Key in the appropriate account information in the Account Name,
Password, and From fields.

Key in the email address of where you want the report of the DHCP
address sent to in the 7o field.

When all of your configuration settings have been made, click Update to
save the information and have the JETPORT 5208 / JETPORT 5216's
DHCP generated IP address emailed to you.

Note: If the JETPORT 5208 / JETPORT 5216 is on a network that uses

DHCP to assign network addresses, and you don't know what the
address is, there are several methods you can use to ascertain it..
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ANMS

The Authentication Network Management Service dialog box allows you to set
up login authorization management from external sources. It is divided into
three main panels, as described below:

Authentication Network Management Service

©C Management Settings
™ Enable CC Management
CC Server IP: IIQZ‘ 168.0.100
CC Server Port: W
ILQDII.IS Settings
I™ Enable RADIUS
Primary RADIUS Server IP: |192‘ 163.0.100
Primary RADIUS Service Port: IIB 12
Alternate RADIUS Server IP: IIQZ‘ 168.0.100
Alternate RADIUS Service Port: |1645
Shared Secret: lr (6 characters min.)
Timeout: F (seconcs)
Retries: IE—
SNMP Settings
™ Enable SNMP Agent
™ Enable SNMP Trap
Community Name for Read: [public
Community Name for Write: Iprivabe
Community Mame for Trap: |puh||c
SNMP Manager 1: IIQZ‘ 168.0.100
SNMP Manager 2: |
SNMP Manager 3: |
SNMP Manager 4: [
Save

RADIUS Settings:

If you want to allow authorization for the JETPORT 5208 / JETPORT 5216
through a

RADIUS server, do the following:

1. Check Enable RADIUS.

2. Fill in the IP addresses and Service Ports for the Primary and Alternate
RADIUS servers.

3. Key the Shared Secret character string that you want to use for
authentication between the JETPORT 5208 / JETPORT 5216 and the
RADIUS Server.
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4. Set the time in seconds that the JETPORT 5208 / JETPORT 5216 waits for
a RADIUS server reply before it times out in the Timeout field.

5. Set the number of RADIUS retries allowed in the Retries field.
6. Click Save to save the information.

7. Onthe RADIUS server, set the access rights for each user according to the
attribute information in the table, below:

Attribute Meaning
u (User) The user has the authority to access and configure some
ports. This attribute must be specified for all users who access the
system.
T (True) The user has the authority to access and configure the ports

that are specified with it.

F (False) The user cannot configure any ports.
A (All) The user has the authority to access and configure all ports.
Example:

v,T7,2,3,5,6,12,16
The user can access and configure ports 2, 3, 5, 6, 12, and 16.

Note: 1. The characters are not case sensitive. Upper or lower case work
equally well.

2. Characters are comma delimited.

3. An invalid character in the string will prohibit access to the
JETPORT 5208 / JETPORT
5216 for the user.
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SNMP Settings:
If you want to use SNMP to help with your installation management:

1.
2.

Check Enable SNMP Agent.

Once SNMP Agent has been enabled, the SNMP Trap checkbox becomes
active. If you want to enable SNMP trapping, click to put a check in the
checkbox.

Key in passwords for the Community Name fields. We recommend
replacing the defaults (public, private) with an alphanumeric string of at
least 8 characters.

Key in the IP addresses of the computers that will automatically be
notified of SNMP trap events in the SNMP Manager fields.

. When you have finished making all your entries, click Save, to save them.

Note: MIB definitions for the JETPORT 5208 / JETPORT 5216 are provided

on the CD that came with this package.
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ooBC

OOBC (Out of Band Configuration), provides the ability to access the
JETPORT 5208

/ JETPORT 5216 via a serial connection. This can either be a direct serial
connection from a local computer, or a dial in connection via modem.

When you click the OOBC icon, the following dialog box appears:

Out of Band Configuration

Consale Port: ICOMI -I

Server IP: |[192.168.0.1

Client IP: |1‘32. 168.0.2

Subnet Mask: |255.255.255.EI

Update |

1. Select which port will be used for the Console Port. The Console Port is
the one that you connect the terminal or modem to for OOB
communication. The default is Port 1 (COM1), but you can use any of the
ports as long as you specify which one it is, here.

2. Specify the JETPORT 5208 / JETPORT 5216's IP address in the ServerIP
field.

3. Specify the IP address of the device that will connect to the JETPORT
5208 / JETPORT 5216 in the ClientIP field.

4. Click Update to save the information.

The various ways to access the JETPORT 5208 / JETPORT 5216 with an OOB
connection, are described in Chapter 6.
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Date / Time

The Date / Time function allows you to set the JETPORT 5208 / JETPORT
5216's date and time. When you click the Date / Time icon, the following
dialog box appears:

Date / Time

Current System Time

Sys. Date {yyyy-mm-dd) [z004-11-18

Sys. Time ¢hhimmiss) [14:55:40

New System Time

© Synchronize with computer time

Date (pyyy-mm-dd) [z004-11-18

Time { hh:mmiss ) [is:s1:10

© Set manually

Date (pyyy-mm-dd) [z004-11-18

Time { hh:mmiss ) [14:55:23

& Synchronize with MTF server

SNO116's Time Zone

Time Zone: [(MT-08:00) Pacific Time (US & Canada); Tiuana = |

[~ Enable daylight saving time {Summer Time)

Save I

The date and time that the JETPORT 5208 / JETPORT 5216 is currently set
to appear in the upper section. The large lower section offers three methods to
set new date and time parameters:

S  Synchronizing the date and time with your computer's date and time
§  Setting the date and time manually
S Synchronizing the date and time with the date and time of an NTP

server on the internet

Note: 1. Ifyou enable Synchronize with computer time, the Date and Time
fields are filled with the date and time settings of your computer.

2. If you enable Set Manually, key in the Date and Time in the
corresponding fields.

3. If you enable Synchronize with NTP server, select the time zone
that corresponds to the JETPORT 5208 / JETPORT 5216's
location from the list box in the Time Zone panel. If you are
behind a firewall, you must enable a port for the NTP server.

S Click Save to save your changes.
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Firmware

The Firmware Upgrade function provides a smooth, automated process for
upgrading the JETPORT 5208 / JETPORT 5216's firmware. New firmware
upgrade packages are posted on our web site as they become available. Check
the site regularly to find the latest packages.

Preparation:

1. From your computer, go to our Internet support site and choose the model
name that relates to your product (JETPORT 5208 / JETPORT 5216) to
get a list of available Firmware Upgrade Packages.

2. Choose the Firmware Upgrade Package you want to install (usually the
most recent), and download it to your computer.

Starting the Upgrade:

1. From the computer that you downloaded the upgrade file to, log into the
JETPORT 5208/
JETPORT 5216.

2. Click the Firmware icon. A dialog box similar to the one below appears:

Firmware Upgrade

[ Check Firmware Version

Fimware Image File
(eurrent: V1.0.081): I Browse.

Upgrade
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3. Click the Browse button; navigate to the upgrade file on your computer,
and select it.

4. Click Upgrade to perform the upgrade.

Note: 1. If you enable Check Firmware Version, the upgrade function
compares the station's firmware level with that of the upgrade
files. If it finds that the JETPORT 5208 / JETPORT 5216's
current version is equal to, or higher than, the upgrade version,
it won't overwrite the JETPORT 5208 / JETPORT 5216's
version.

2. Ifyou do not enable Check Firmware Version, the Utility installs
the upgrade files without checking whether they are a higher
level, or not.

Logout
Click the Logout icon to end your JETPORT 5208 / JETPORT 5216 session.
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Device Management Configuration

The buttons in the bar along the left side of the JETPORT 5208 / JETPORT
5216 web page are used to manage and access the devices connected to the
JETPORT 5208 / JETPORT 5216's COM ports.

This section discusses the functions available to administrators and, in the case
of port configuration, users with configuration permission. The functions
available to ordinary users are discussed in Chapter 5, Browser Operation.

Port Config

The administrator and users with port configuration permission, can set up
the operating parameters for each of the JETPORT 5208 / JETPORT 5216's
ports by clicking the Port Config button to bring up the Port Configuration
dialog box:

Port Configuration
| _select | PortNumber | PortName | TCPPort |

i comi1 Console

[ coMz com2 5002
(ol coM3 com3 5003
(ol comM4 com4 5004
e COMS COMS 5005
[ COM& COM8 5006
[l comM7 com7 5007
(ol coms Ccom8 5008
e ComMa ComMs 5009
[l CoM10 COM10 5010
[ COM11 COM11 5011
(ol COoM12 CoM12 5012
(ol COM13 COM13 5013
(ol COM14 COM14 5014
[ COM15 COM15 5015
(ol COM16 COM16 5016

Property Settings Alert Settings I
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Property Settings:

To set up the serial communications parameters for a port, select it, then click
the Property Settings button at the bottom of the page:

Port Configuration

Port ID:

ICOMZ

Port Name:

Jcomz

Baud Rate:

IQGDD bps = I

Data Bits:

ISbiiE vl

Parity:

MNone =

Stop Bits:

Flow Control:

Enable Toggle DTR: ||No =

Online Detect:

Out CRLF Translation:

Suspend Character:

Operating Mode:

Timeout:

|3 minute(s)

Authorized Operators:

|adminish'ah0r

Update |

The meanings of the settings are given in the following table:

Setting

Meaning

Port ID

Each port on the JETPORT 5208 / JETPORT 5216 has a
port ID number (COM1 - COM8 for the JETPORT 5208, or
COM1 - COM16 for the JETPORT 5216). The Port ID field
displays the number of the port that is being configured.

Port Name

You can give a port an appropriate name by editing the Port
Name field.

Serial Parameters

(Data Bits - Out CRLF
Translation)

The serial parameter fields allow you to set up the port so
that the JETPORT 5208 / JETPORT 5216 can communicate
with the device connected to it. Choose the parameters so
that they match the ones for the connected device.

Suspend Character

The Suspend characteris used to bring up the Suspend
Menu in Telnet sessions.

(Continues on next page.)
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(Continued from previous page.)

Setting

Meaning

Operating Mode

The choices are:

Console Management: In this mode, users establish a
Telnet or SSH session under the JETPORT 5208 /
JETPORT 5216 to manage a server or serial device
connected to the port. Users can log in using the
browser Telnet function, a direct Telnet session, SSH or
PuUTTY. This mode can also be used for Out-of-Band
operation via the JETPORT 5208/ JETPORT 5216’s
Console Port. See Out of Band Operation, Chapter 6.

Raw TCP Mode: This mode is used with socket
programming to directly control the device’s data
transmission without the need for serial port control or
serial modem signal control. Only data is transmitted
(using IP as the protocol).

Note: When you use the IP address you must also
specify the port number. For example:
192.168.0.200 5003.

For security purposes, access to the port can be limited
to specific IP addresses. See Direct Access

Real COM Port: Used with a Real COM port driver on the
local machine (See Real Port Management, Chapter 7
for Real port management details.) The device
connected to this port appears as if it were a device
directly connected to a COM port on the local computer.
Data transmission between the device and the local
computer takes place over the Real COM port to the
JETPORT 5208 / JETPORT 5216.

This mode is useful with serial devices such POS
terminals, Bar Code Readers, Serial printers, etc.

As with Raw TCP Mode, access to the port can be
limited to specific IP addresses with the Direct Access
function.

(Continues on next page.)
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(Continued from previous page.)

Setting Meaning

Timeout If there is no input on this port for the amount of time set with
this function, the port is released for use by another user.

Note: This field doesn’t appear when this dialog box is
accessed from the Console port.

Authorized Operators The Authorized Operators field indicates the users that are
authorized to operate the port. The information in this field is
for viewing purposes only. It can't be changed on this page.

S When you have finished making your settings choices, click Update
to save them.
S To abandon the settings choices without saving them, simply leave the

page.
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Alert Settings:

The Port Alert Settings dialog box provides a way for you to be informed via
email about problems that may occur on the devices connected to the
JETPORT 5208

/ JETPORT 5216's ports. When a device has a problem - such as a critical
error that requires a reboot - debug messages can be sent through its COM
port.

When the JETPORT 5208 / JETPORT 5216 receives such a message, it can
send an email to inform the user specified here of the problem.

You can have up to 10 types of alert emailed to you when a device generates
them. To configure a port to provide alert notification, select it in the Select
column, then click the Alert Settings button. A dialog box, similar to the one
below, appears:

Port Alert Configuration
Portt: JcoMt

Alert String 1:

Alert String 2:

Alert String 3:

Alert String 4

Alert String 6:

Alert String 7:

Alert String &:

Alert String %:

|
|
|
|
Alert String 5: | |
|
|
|
|
|

Alert String 10:

™ Enable repart from the follawing SMTP Server

SMTP Server: | I

= My server requires authentication

Account Name:

Password:

From:

Tou

Update |
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. Use the Alert String fields to specify the alerts you want to receive.

. Enable the Enable report to the following address checkbox, and key in
the IP address of your SMTP server.

. If your server requires authentication, put a check in the My server
requires authentication checkbox.

. Key in the appropriate account information in the Account Name,
Password, and From fields.

. Key in the email address of where you want the report sent to in the 7o
field.

. When all of your configuration settings have been made, click Update to
save the information.

After setting up this page, whenever one of the specified alerts is generated,
you will be informed by email of its occurrence.

User Management

Clicking the User Manager button brings up the User Management dialog box.
If this is the first time you are accessing this function, and no user accounts
have been created yet, the following screen displays:

No Local Users

Click New to begin setting up user accounts. See p. 32 for adding, editing, and
deleting user accounts.
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If user accounts have been set up, the User Manager dialog box appears:

I

|_Select | _Login Name | _Config |

i frosty Enabled All

ol rif111 Disabled 2,3,4,5,6,7,10,11,14
i fernandao Disabled 9,10,11,12,13,14,15,18
[ jessica Enabled Al

add | Edit | Delete |

This dialog box allows the administrator to add, delete, and edit user accounts.
Up to 15 user accounts can be established. Operators must provide the
Usernames and Passwords established here, in order to log in.

Deleting an Account
To delete a user account, select it and click Delete.

Adding an Account:
To add a user, click Add. A dialog box similar to the one below appears:

User Information

Username: I Comments: I _,j
Password: | Reenter password: |
[~ Port Config Permission
|_Enable | PortNumber | _ PortName | TcpPort | Shared |
I~ ComM2 comM2 5002 Yes
I~ COM3 COM3 5003 fes
I~ COM4 COoM4 5004 Yes
™2 COMS COM3 5005 Yes
I3 COM& COMa 5006 fes
I~ CoM7 CoM7 5007 Yes
I~ COoM3 COoM3 5008 fes
I coms coms 5009 fes
I~ COM10 COM10 5010 Yes
I~ CoM11 CcoM11 5011 fes
I~ comMi2 CoMi12 5012 Yes
™2 COM13 COM13 5013 Yes
I3 COM14 COM14 5014 fes
I~ COM15 COM15 5015 Yes
I~ COM1s COM1s 5018 fes
Add Back
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1. Key in the user’s Username and Password (up to 16 characters for each).
Reenter the password to confirm that it is correct.

Key in any Comments you wish to make concerning the user. (optional)

Rl

If you want the user to have Port Configuration permission, put a check in
the Port Config Permission checkbox. Otherwise, leave it blank.

Note: 1. Port Configuration is where the Port Numbers and Names that
appear in this dialog are set. See Port Config, for port
configuration information.

2. Theterm “Yes” in the Shared column means that other users have
access permission to the port.

5. If there are any ports that you do not want the user to access, remove the
check from the Enable checkbox.

6. Click Add to save your changes.

Editing an Account:

1. To Edit a user account click Edit. A dialog box similar to the one below
appears:

User Information

Username: Ifrosty— Comments: Iﬁ
Password: I Reenter password: I
¥ Port Config Permission
|__Enable | PortNumber | _ PortName | TcpPort | Shared |
I coMz2 coM2 5002 fes
I COM3 COM3 5003 fes
I CoM4 CoM4 5004 fes
v COMS5 COMS5 5005 fes
| COME COMa 5006 fes
I CoM7 CoM7 5007 fes
|l COomM8 COoM3 5008 fes
v Come COoM3 5009 fes
|l COM10 COM10 5010 fes
I CoM11 CoM11 5011 fes
I COoM12 CoM12 5012 fes
I COoM13 COoM13 5013 fes
|l COM14 COM14 5014 fes
I COM15 COM15 5015 fes
|l COM16 COM1s 5016 fes
Update | Back
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2. Make your changes in the appropriate fields and checkboxes.
3. To save your changes, click Update.

4. To exit without saving any changes, click Back.

Direct Access

For security purposes, Direct Access can limit the users attempting to log in to
ports that have been specified as RAW TCP Port.

| Direct Access IP Configuration
e e R R Al e e

POL:

IP02:

IPO3:

IP 04

IPOS5:

IP 0&:

PO7:

IP 08:

IP09:

IP 10:

IP 1L

IP 12

IP 13

P14

IP 15:

IP 16:

IP 18:

IP 19:

I
[
[
|
I
I
I
I
[
[
|
I
I
I
[
jiBr AN |
|
|
I
I
I
[
[
|
I
I
I
I
[
[
|

Save
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If no IP addresses are specified on this page, anyone can open a TCPIP Telnet
session to a RAW TCP port by specifying the IP address and port number of
the port — without having to specify a Username and Password.

Once specific IP addresses are entered here, however, only users logging in to
the JETPORT 5208 / JETPORT 5216 from one of those IP addresses can
have access to the RAW TCP ports without having to specify a Username and
Password.

Note: The port must be designated as a RAW TCP Port under the Port Config
settings. See Operating Mode.

Session Info

Clicking the Session Info button brings up the Active Sessions display:

Active Sessions

Login | Local UP Last
Name User Time Access

admin Local HTTPS 10.0.058 18:29.46 18:29:47

fad admin Yes Yes Local HTTPS 10.0.1.152 19:38:33 19:38:55

lad rjf1 Yes - Local HTTPS 10.0.1.87 20:27:01 20:27:34
End Session

This display lets the administrator see at a glance all the users currently logged
into the JETPORT 5208 / JETPORT 5216, and provides information about
each of their sessions. It also gives the administrator the option of forcing a
user logout by selecting the user and clicking End Session.
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Sys Info

The System Information dialog box provides information about all aspects of
the JETPORT 5208 / JETPORT 5216's configuration:

System Information

Syskem Time: ~
2001-01-21 07:01:27
Metwork Settings:
IP Installer Setting: Enabled
DHCP: Disabled
IP Address: 192.168.0.10
Subnet Mask: 255,255,255.0
Gateway: 192.165.0,254
Prirnary DNS:
Secondary DS
HTTF Pork: 80
HTTRS Port: 443
Telmet Port: 23
55H Ports 22
Base Socket: 5001
System Event Report Settings: Disabled
SHMP Settings:
Disabled
Readius Settings:
Disabled
QOB (Qut OF Band Configuration) Settings:
Console Pork: COM1
Server Iy 192,168.0,1
Client IP: 192.168.0.2
Subnet Mask: 255,255,255.0 iV
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Log
Clicking the Log button brings up the Event Log dialog box:

Event Log

& Today < oall  Selected

From : ( YYYY/MM/DD ) [
To : ( YYYY/MM/DD) |

The JETPORT 5208 / JETPORT 5216 maintains a log file of the events that

take place on it. This dialog box allows you to select the range of events you

wish to view:

Choose Today then click OK to see a listing of only today's events.

Choose All then click OK to see a listing of events for the entire log file.

§  Choose Selected; key in the desired range of dates in the From and To
fields; then click OK to see a listing of events for a specific time period.

U U

Note: The maximum number of events contained in the log file is 512. Once
that amount is reached, the oldest events are discarded as new ones are
recorded.

(Continues on next page.)
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Once you make a choice and click OK an Event Log List, similar to the one
below, appears:

System Log

0752, 2001-01-21 01:04:39 System Start. A
0753, 2001-01-21 01:09.52 System Start.

0754, 2001-01-21 01:33:17 System Start.

0755, 2001-01-21 01:33:35 System Start.

0756, 2001-01-21 01:38:42 System Start.

0757, 2001-01-21 01:40:45 NOT Login TERMINAL New Session[1] at 0.0.0.0

0755. 2001-01-21 01:41:42 Local Admin:administratar TERMINAL Login succeeded at 0.0.0.0

0789, 2001-01-21 01:42:45 Local Admin:administrator TERMIMNAL Sesszion end at 0.0.0.0

0760, 2001-01-21 01:44:16 NOT Login TERMINAL New Session[2] at 0.0.0.0

0751, 2001-01-21 01:44:31 Local Admin: administrator TERMINAL Login succeeded at 0.0.0.0

0762, 2001-01-21 01:44:42 Network - IP Address modification succeeded

0763, 2001-01-21 01:44:562 Local Admin:administrator TERMINAL Sesszion end at 0.0.0.0

0764, 2001-01-21 01:45:01 NOT Login TERMINAL New Session[3] at 0.0.0.0

0765, 2001-01-21 01:45:48 System Start.

0766, 2001-01-21 01:49:24 |P Installer set IP Address.

0767, 2001-01-21 01:49.27 System Start.

0768, 2001-01-21 01:49:52 |P Installer set IP Address.

0769, 2001-01-21 01:49.56 Systermn Start

0770. 2001-01-21 01:54:47 Local Admin:administrator HTTPS Login succeeded at 192.168.0.22:1232

0771. 2001-01-21 01:55:12 The packet is too short-fileMarme A
< ¥

[ Back | [ cClearallog |

When you have finished viewing the event list:

S Ifyou want to return to the Event Log dialog box, click Back.
§  If you want to erase the contents of the entire log file, click Clear Al
S To exit, select a different function from the button bar.
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Chapter 5
Browser Operation

Once you have logged in and the Main Screen appears (see The JETPORT
5208/ JETPORT 5216 Main Screen).The bar along the left side is used to
configure and control access to each of the JETPORT 5208 /JETPORT 5216's
COM ports. The functions of each of the buttons is described in the following

table:

Button Authorization

Function

All

Clicking this button brings up the Serial Port
Status screen. This is the same screen that
displays after a log in. Users can see the status of
each of the devices attached to the JETPORT
5208 / JETPORT 5216's COM ports.

All

Taelnet

Clicking this button brings up the Telnet page.
This page allows the administrator and all users
to open telnet sessions to connect to the devices
attached to the JETPORT 5208 / JETPORT
5216's COM ports. See p. 41 for details.

Administrator
and Permitted

Users

This page allows the administrator and users with
configuration permission, to set up the COM port
parameters for each of the JETPORT 5208 /
JETPORT 5216's COM ports

All

User Manager

This button has two effects depending on
whether the administrator or an ordinary user
clicks it:

S The administrator can use this function to
Create, Edit, and Delete user profiles

S Ordinary users can only use this function to
change their passwords and personal
information

Note: Operators who have logged in via a
RADIUS server can view User Manager
information, but cannot make any changes to
that information.

(Continues on next page.)
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(Continued from previous page.)

Button Authorization

Function

Direct Access

Administrator
Only

For security purposes, Direct Access can limit the
users attempting to log in to ports that have been
specified as RAW TCP Ports and Real COM
Ports.

Administrator

Only

This page allows the administrator to see
information about all the users who are currently
logged into the JETPORT 5208 / JETPORT

= : Administrator
ys Info Only

This page shows information about the
JETPORT 5208 / JETPORT 5216's configuration

Administrator

= Only

Clicking this button brings up the Event Log
dialog box which allows the administrator to view
all of the events that took place on the JETPORT
5208 / JETPORT 5216 (see p. 37 for details).

Note: 1. Buttons are only active for the functions that the user is authorized to

perform.

2. Administrator functions (including Port Config) are discussed

in Chapter 4.

3. The Telnet, and User Manager operations are discussed in the

sections that follow.
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Telnet

After viewing the status of the devices attached to the JETPORT 5208 /
JETPORT 5216's ports, if you want to access any of them, click the
Telnet button. A screen similar to the one below appears:

Telnet Selection
| Select |  PortNumber | PortName | TCPPort |
- 23

[ Local

e comz2 comMz2 5002
e COoM3 COM3 5003
e COM5 COMS 5005
e COMB COMs 5006
e coM7 coM7 5007
e ComM8 COoMB 5008
e com3 coMa 5009
e coM10 COM10 5010
« COoM11 COM11 5011
e comM12 coM12 5012
« COM13 COM13 5013
e CcoM14 coM14 5014
e COM15 COM15 5015
e CoM16 COM16 5016

View History I Connect

1. Select the port you would like to access.
Note: You must have permission in order to access a port.

2. If you want to view the port history, click the View History button. A
screen showing the Telnet activity that took place on the device connected
to the port appears. Click the browser's Back button to return to the Telnet

page.
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3. To access the device connected to the port, click Connect.

The JETPORT 5208 / JETPORT 5216 opens a Telnet session and a
screen similar to the one below appears:

Connected to 192.168.0.10 5003

4. Ifyou are connected to a computer and want to go to a terminal session or
command line to operate it, Press [Enter].

When you have finished with the session, log out, then bring up the Main
Menu.

Note: Be sure to log out before bringing up the Main Menu, otherwise,
another user can access the device without having to log in.

5. Ifyou are connected to another device, enter the command that brings it
up.
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6. To display the Suspend Menu, Press [Ctrl+x].

Where x represents the Suspend Character set by the Administrator (see
the Property Settings dialog box under Port Configuration, p. 27). The
screen will prompt you as to the correct character. In this example, it is
[Ctrl+D] (see the prompt on the previous screenshot). The following
screen appears:

Connected to 192.168.0.10 5003

7. Press 1 to issue a Send Break command to the attached device. This is used
to put a Sun system in OK Mode.

8. Press Q to bring up the Main Menu:

Cannectod ta 192, 168010 5003

43



JetPort 5208/JetPort 5216 User’'s Manual

The Main Menu is the text based equivalent of the browser configuration
and control functions. The descriptions and explanations for the Browser
Operations apply to the submenu functions presented here, as well.

Note: 1. As with the browser version, access to many of these submenus
are restricted to the administrator or users with configuration
permission. If you select a submenu that you are not authorized
for, nothing will happen.

2. Some of the submenus do not have an Exit choice. In these cases,
you can return to the previous menu without making any changes
by pressing Enter twice.

3. You can bring up the Main Menu at any time during your session.

When you have finished with your session, bring up the Main Menu and
press Q to log out.
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Port Configuration

Since only the administrator and users with port configuration permission can
access this function, it is discussed in the Administration chapter.

User Manager

For users, clicking the User Manager button brings up a screen that shows their
username, port configuration permission status, and the ports they are
authorized to control:

User Manager
| select | LoginName | Config | Ports |

o ronaldinho Disabled All

Clicking Edit brings up a dialog box that allows users to change their password
and Comments information

User Information

Username: Ironaldinho Comments: I _|:
Password: | Reenter password: |
Update | Back I
§  To save any changes, click Update.

[0

To exit without saving any changes, click Back.
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Chapter 6
Out of Band Operation

Overview

In case the network goes down, or the JETPORT 5208 / JETPORT 5216
cannot be accessed with the usual browser based method for some other
reason, the JETPORT 5208 / JETPORT 5216 can be reached via several
additional Out of Band (OOB) methods. These include HyperTerminal, PPP,
Telnet, and SSH. Each of these is described in the sections that follow.

HyperTerminal

HyperTerminal is a program included with Windows. It can be used to
establish either a direct terminal connection, or an indirect (phone in) terminal
connection. Both configurations are discussed below.

Direct HyperTerminal Connection

Setup:
To set up a direct HyperTerminal connection, do the following:

1. Use Ethernet to serial cable to connect one of the JETPORT 5208 /
JETPORT 5216's serial ports to a COM port on a PC.

Note:
1. In the examples that follow we use COM1. If you use a different
COM port, change the settings accordingly.

2. Be sure that the port you specify as the Console Port in the OOBC
dialog box matches the port that you are connecting the PC to.
Change the setting, if necessary.

2. On your PC, run the HyperTerminal program:

Start — Programs — Accessories — Communications —
HyperTerminal — Hypertrm.exe
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The following dialog box appears:

Connection Description

3. Key a name to describe the connection in the Name field (we chose
ComlTest); select an icon to represent the connection; then click OK. A
dialog box similar to the one below comes up:

Connect To
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4. For the Connect using: field, select Direct to COMI (assuming you are
using COM1 on your PC), then click OK. A Port Setting dialog box
similar to the one below comes up:

COM1 Propertias ﬂ
Fornt Settings I
Bits par second: [115200 |
Deta bits; |5 |
Paity: [Mone -]
Stop bits: |1 =
Flaw contal -
Advanced... | Bestore Defaults I
ok |  concal | ey |

5. For OOBC connections, the JETPORT 5208 / JETPORT 5216's serial
port settings and the computer's COM port settings must be the same.
Change the settings in your dialog box (if necessary), so that they match
the JETPORT 5208 / JETPORT 5216's Console Port settings (see Port
Config for details), then click OK.

Note: The JETPORT 5208 / JETPORT 5216's default settings are 9600
bps; 8 Data bits; No Parity; No Stop bits, but you can change these to
something more suitable to your installation as long as they both
much.
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6. When the HyperTerminal screen appears, open the File menu and
select: Properties — Settings. The following dialog box displays:

7. Change the settings (if necessary), so that they match the settings shown in
the dialog box, then click ASCII Setup... The ASCII Setup dialog box
comes up:
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8. Change the settings (if necessary), so that they match the settings shown in
the dialog box, then click OK.

9. Close the HyperTerminal Window. When Windows asks if you want to
disconnect, click Yes. When Windows asks if you want to save the session,
click Yes.

This completes the HyperTerminal setup. For Windows NT, 2000, XP and
Windows Server 2003 systems, a HyperTerminal icon that connects you to the
JETPORT 5208 / JETPORT 5216 is created on the desktop. For Windows 98
and ME, you must access HyperTerminal from the Windows Start Menu.

Logging In:
1. Double click the HyperTerminal icon on your desktop.
2. Inthe VT100 terminal window, key in:
[Ctrl + D]
A login prompt appears.

3. Key in your Username and Password to bring up the JETPORT 5208 /
JETPORT 5216's main menu.
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Indirect HyperTerminal Connection

This method uses HyperTerminal to phone into the JETPORT 5208 /
JETPORT 5216 from a remote location.

Setup:

1. Set up your hardware configuration to match the diagram, below

JETPORT 5208 / JETPORT 5216

Serial Modem Cable Ethernet to

Phone Line Serial
Cable

5 % ]

Modem Modem

Remote
Operator

§  On the remote computer side, use a standard 9 pin serial modem cable
(pin 2 to pin 2; pin 3 to pin 3) to connect the computer to the modem.

S Onthe JETPORT 5208 / JETPORT 5216 side, use Cat 5 cable and an

Note: Be sure that the port you specify as the Console Port in the OOBC
dialog box (see p. 22) matches the port that you connect the modem
to. Change the setting, if necessary.

2. Create a HyperTerminal connection.
a) Start with Step 2 of the Direct HyperTerminal Setup section (p. 47).

b) For Connect using: in Step 4, select the type of modem connected to
your computer from the list. If your modem doesn't appear in the list,
select Standard 28800bps Modem.

¢) Follow Steps 5-9 to complete the setup and create the connection icon.
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This completes the HyperTerminal setup. For Windows NT, 2000, XP and
Windows Server 2003 systems, a HyperTerminal icon that connects you to the
JETPORT 5208 / JETPORT 5216 is created on the desktop. For Windows 98
and ME, you must access HyperTerminal from the Windows Start Menu.

Final Check:

To make sure that the modem and COM port are correctly installed:

1. Open the Control Panel:

My Computer — Control Panel

2. Open the Make New Connection folder.
If all went well, you should see an entry with the name you assigned for

this connection.

3. Open the Device Manager:

My Computer — Control Panel — System — Device

Manager

Your Modem and Ports entries should look similar to the image below

Sypstem Properties HE

General Device Manager | Hardware Frofes | Peifomance |

& View devices by type

7 View dewices by connection

- Disk dives

[+ Q Display adaplers

- Floppy disk controllers
- Hard disk controllers
*-#% Kepboard

.: @ Daem

= g FATROTE

#-7) Mouse

89 Network adapters

[+

= “‘;' Othes devices
Ly PCI Mulimedia Audio Device

‘&) Standaid 268800 bps Modem

I
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Logging In
1. Double click the HyperTerminal icon on your desktop.
2. Inthe VT100 terminal window, key in:

atdt [modem telephone number] [Enter]

The terminal responds with:
CONNECT115200
3. Wait at least 60 seconds, then key in:
[Ctrl+D]

4. Key in your Username and Password to bring up the JETPORT 5208 /
JETPORT 5216's Main Menu.
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PPP (Dial In) Connection

This type of connection works directly through the COM port.

Direct PPP Connection

Setup:
To set up a direct PPP connection, do the following:

1. Use Ethernet to Serial cable to connect one of the JETPORT 5208 /
JETPORT 5216's serial ports to a COM port on a PC (refer back to the PC
Installation section, if necessary).

Note: 1. In the examples that follow we use COM1. If you use a different
COM port, change the settings accordingly.

2. On your PC, run the Make New Connection setup program:

Start — Programs — Accessories — Communications —
Make New Connection

The following dialog box appears:

Maoke New Connection ﬂ
———f)!. Type anama far the computer you ara dialing:
Select & device:
@ |Standard 28800 bps Madem =]
Configure.. |
< Barl et > Cancel |

3. Key a descriptive name for the connection in the top text box; select
Standard 28800 bps Modem for the device; then click Configure.
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4. In the Modem Properties dialog box that comes up change the dialog box
settings (if necessary), so that the COM port is correct, then click OK.

6. Change your settings (if necessary), so that they match the settings shown
in the figure above then click Advanced.
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7. In the Advanced Connection Settings dialog box enable Use flow control,
select Hardware (RTS/CTS); then click OK to return to the Connection

page.

Advanced Connection Settings

8. Click OK (at the bottom of the Connection page; then click Next. The
following dialog box appears:

Make New Connection

9. Key in anything you like for these fields, then click Next.

10. Click Finish.

A new icon that you can use to connect to the JETPORT 5208 / JETPORT
5216 is created in the Dial-up Network folder. This completes the Direct
Dial In setup.
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Finishing Up:

The JETPORT 5208 / JETPORT 5216's serial port settings and the computer's
COM port settings must be the same. Change the JETPORT 5208 / JETPORT
5216's settings for the port you are connecting the computer to (see Port
Config,), so that they match the ones you just set in the dialog boxes (as
shown in the table below):

Parameter Value
Bit per second: 115200
Data bits: 8
Parity: None
Stop bits: 1
Flow control: Hardware (RTS/CTS)
Logging In:

1. Double click the icon you created in the Dial-up Network folder.
2. Key in your Username and Password, then click Connect.

3. Use Telnet, SSH, or your browser to access the JETPORT 5208 /
JETPORT 5216 the same way as if you were accessing it over the net.
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Indirect PPP Connection

This method uses a modem connection to phone into the JETPORT 5208 /
JETPORT 5216 from a remote location.

Setup:

1.

Set up your hardware configuration to match the diagram, below:

JETPORT 5208 / JETPORT 5216

Serial Modem Cable Ethernet to

Phone Line Serial
cable

Remote
Operator
%%
Modem Modem
S On the remote computer side, use a standard 9 pin serial modem cable

(pin 2 to pin 2; pin 3 to pin 3) to connect the computer to the modem.
S Onthe JETPORT 5208 / JETPORT 5216 side, use Cat 5 cable and an
Optional: RJ-45 to Serial Cable

Note: Be sure that the port you specify as the Console Port in the OOBC
dialog box matches the port that you connect the modem to. Change
the setting, if necessary.

Set up your connection configuration as specified in Steps 2 - 8 of the
Direct Dial In Connection, section.

For Step 9, key in the JETPORT 5208 / JETPORT 5216's modem
telephone number in the fields provided, then click Next.

Click Finish.

A new icon that you can use to connect to the JETPORT 5208 / JETPORT
5216 is created in the Dial-up Network folder. This completes the Indirect
Dial In setup.
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Final Check:
To make sure that the modem and COM port are correctly installed, follow the
procedures described under Final Check on p. 53.

Logging In:
1. Double click the icon you created in the Dial-up Network folder.

2. Key in your Username and Password; click Connect and wait for the
Authentication procedure to complete (be patient, it may take a few
moments).

3. Use Telnet, SSH, or your browser to access the JETPORT 5208 /
JETPORT 5216 the same way as if you were accessing it over the net.
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Telnet

Logging In

1. On your computer, open a terminal (command line) session.

2. At the prompt, key in the JETPORT 5208 / JETPORT 5216's IP Address
in the following way:

telnet [IP Address]

Note: The default telnet port is 23. If that port is already being used, up to
16 additional users can log in by adding a port number (from 5000
to 5015) to the login command. For example:

telnet [IP Address]5001

3. Press Enter.

The following screen appears:

rjfL@Iin0L1: fhome/rjfl

file Edit View Terminal Tabs Help

Welcome to the ALTUSEN SNG108/SNG116
Copyright (c) 2084 ATEN International Co., Ltd.
Login:

(T

4. At the login prompt, provide your Username and Password.

Note: Ifyou cannotsee the login prompt click Terminal/Preferences on the
telnet session's menu bar, then select V7-100/ANSI.

Once a Telnet connection to the device is established, the JETPORT 5208 /
JETPORT 5216 Main Menu comes up. See p. 41 for Telnet operation.
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SSH

Terminal Session (Linux):

1. Open a terminal (command line) on your computer.

2. At the prompt, key in your JETPORT 5208 / JETPORT 5216 Username
and the JETPORT 5208 / JETPORT 5216's IP Address in the following

way:

SSH [username@IP Address]

Note: The default SSH port is 22. If that port is already being used, up to
16 additional users can log in by adding a port number (from 5100
to 5115) to the login command. For example:

SSH [username@]IP Address] -P 5101

3. Press Enter
4. When you are prompted for a password, use your JETPORT 5208 /
JETPORT 5216 password.

Once an SSH connection to the device is established, the JETPORT
5208 / JETPORT 5216 Main Menu comes up:

rfL@In0L; /home/rjfl

file Edit View Terminal Tabs Help

SNB108/SNO116 Main Menu

1. General Settings

2. User Settings

3. Port Settings

4. Device Access

5. Network Settings

6. RADIUS Settings

7. Date/Time Settings

8. Service Settings

9. System

10. History Buffer

11. Direct Access IP Configuration
12, Network Management Service
Q. Logout

Select one: I

This menu is the same as the main menu that appears with Telnet sessions (see
p. 41 for Telnet operation).
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Third Party Utility (Windows):

SSH sessions can be implemented under Windows with the use of third party
utility software, such as PuTTY, a free implementation of Telnet and SSH for
the Win32 and Unix platforms. To make an SSH connection with PuTTY, do
the following:

1. Inthe Host Name box, enter the Internet host name of the server you want
to connect to.

Note: The default SSH port is 22. If that port is already being used, select
an alternate port - from 5100 to 5115. This allows up to 16 additional
users to log in at the same time.

Categary:
B S_assmn | Basic aptions for your PUTTY session |
i Looging - : _
& Teminal Specify pour connection by host name or IP address
erminal
e [or IP address) Bort
- Keyboard (H.E.S.LNEIII.E =
Bell 192.168.30.200 I |2z
i+ Features Frotacok:
- Wwindow C RBaw € Tehet © Rlogn
i i-Appearance D )
Bekaviou Load, save or delete a stored session
Translation Saved Sessions
Selection
- CDIO_L"S Detault Settings Load
EI- Connection —
Prosy Save
& Telnet
- Rlagin Delste
- 85H
i Auth
i Tunrels Close window or exit
- Bugs C Awaps  © MNever % Onlyon clean erit
About I Dpen | I LCancel |

2. Select SSH from the Protocol buttons.
3. Click Open (at the bottom of the dialog box)

4. After you have connected, provide your JETPORT 5208 / JETPORT
5216 username and password at the login prompts.

Note: If you make a mistake keying in the username, the SSH protocol
doesn't allow you to try again. You must close PuTTY and start over.

Once an SSH connection to the device is established, the JETPORT 5208 /
JETPORT 5216

Main Menu comes up. This menu is the same as the main menu that appears
with Telnet sessions (see p. 41 for Telnet operation).
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Chapter 7
Real Port Management

Overview

The JETPORT 5208 / JETPORT 5216 offers Real COM Port support.
Devices connected to this type of Real port appear as if they were directly
connected to a COM port on the local computer. Data transmission between
the device and the local computer takes place over the Real COM port to the
JETPORT 5208 / JETPORT 5216.

This mode is useful with serial devices such POS terminals, Bar Code Readers,
Serial printers, etc. In addition, this mode can be used with other Korenix
management products.

Driver Installation

In order to utilize Real COM port management, the Korenix Real COM port
driver must be installed. To install the driver, do the following:

1. On the software CD that came with your JETPORT 5208 / JETPORT
5216 package, locate the file: Real Port vxxx.exe

Note: The vxxx specified above stands for the driver’s version number. The
file on the CD will show an actual version number.

2. Double click the filename to start the installation. The Setup screen appears:

TN ]

Welcome to Virtual Port Management Utility
Setup

This program will install Yirtual Port Management Utiliy on
your computer. |t is strongly recommended that you exit all
‘windows programs before running this Setup program.

Click Next to move on.
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3.
4.

Click Yes to accept the License Agreement.

Continue through the setup screens to complete the driver installation.

Real Port Management

The Real Port Management Ultility provides a convenient interface to COM
port mapping. When you run the Real Serial Port Manager program (Start
— Real Port Management Utility — Real Serial Port Manager), the
following dialog box appears:

virtual Port Management Utility

Enumeration Cperation Help

| ErumTagets | EmmPots | Map | uemep | Exit ‘
Taget
TorgetPorls |COMPots | WorkingMode | _Status | Mapped COM Ports
| Socket [5200
COMPorts | Mapped From
Name [ Tope [sNOTE <]

| e |

TaigetMame | IPAddiess | Socket [ Taiget Type

Dialog Box Layout
The Real Port Management Utility dialog box is laid out as follows:

S

The menu and button bars allow the automatic enumeration and listing
of devices and ports.

Below the menu and button bars, there is an area to input information in
order to manually list target devices if the device doesn’t appear using the
automatic enumeration method.

All target devices that were found by enumeration or manually entered are
listed in the left side panel.

All ports that were found for a selected target device are enumerated in
the central panel.

The right side panel displays the Real COM port mappings that you have
made.
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Menu and Toolbar

The Real Port Management Utility menu and toolbar have the same captions
and functions. Users can either click the menu items or buttons to invoke the
desired function, as shown in the table, below:

Item

Action

Enum Targets

This function searches and lists all SNO1xx devices on the
LAN. The results are shown in the Target List panel (see
Target List for details). Be aware that all devices listed in the
Target List will be deleted when the delete function is invoked.
Be sure to remove any devices from the list that you don’t
want to delete before invoking the delete function.

Enum Ports

This function lists the existing ports for the target device
currently selected in the Target List. The results are shown in
the Port List panel.

Map

After selecting a port from the Port List panel, selecting this
function maps the device’s COM port to a Real COM port on
the user’s computer.

Unmap

After selecting a port from the Mapped Ports list, selecting this
function removes the mapping between the computer and the
device’s COM port.

Target Information

The Target Information fields allow a user to install (map) ports on an offline
target device, as follows:

Field

Action

Target IP Address

Input the IP address of the target that you want to map COM
ports to.

Base Socket Port

The base socket port of the target device.

Target Name

The name of the target. If it is different from the target’s real
name, it will be replaced by the real one. Note that the name is
not related to the mapping or unmapping process. Only the IP
address, socket port and target type are relevant.

Target Type The type of target to be mapped. Only SNO1xx series devices
are valid.
Add Target Creates an entry in the Target List based on the above

information.

Delete Target

Remove the currently selected target from the Target List.
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Target List

The left side panel displays all the devices that were found with the
Enumeration function, as well as any devices that were manually added with
the Target Information fields.

Firtual Port Management Uiility

Emumerstion Operstion Help

EmPots | M | e | =

Name | Humber (5 ports =

Target Information
Taiget Poits | COM Parts_| Wworking Made | Status [ Refresh Mapped COM Ports
P R R Socket [5200
COM Ports

pddTaget | Delets Target |

N
Taget Mame | IP Addiess [ socket Port | PortNumber N

Y Shoos 192168.0.10 5200 4 ports

Note: Double clicking an item in the list invokes the same function as

selecting Enum Ports—which displays the numbers and working modes
of the selected target’s ports in the Port List column.

¢

T

If a device was automatically listed as a result of the Enumeration
procedure, the icon to its left is drawn with green dots and lines to show
that the target is on line and is ready to be mapped.

If a device was added to the list manually and is off line, the icon to its left
is drawn with black dots and lines. Double clicking a manually added item
can get some information and display it in the Port List, but the working
mode information is not accurate and we must assume that all the device’s
ports are in Real Port mode. See Operating Mode for details about port
modes.

If the target is off line or is on line but does not respond within 2 seconds
of asking to enumerate its ports, the working mode information is not
accurate and we must assume that all the device’s ports are in Real Port
mode. See Operating Mode for details about port modes.
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Port List

This list displays the port information of the selected target (only one target can
be selected at a time).

Firtual Port Management Utility

Buwnerstion Opesstion  Help
el | v 1 Map | i | e
TR Target Fots | COM Parts | Working Made | Status Refresh Mapped COM Ports
Pl H - arset B y PORT1 Fieal COM Port
| T = 3 FORTZ Real COM Port
Add Target Delete Taigst ] g PORTS Conscle
Taiget Hame P Addiess Socket Por_| Part Number ﬁ FORTS Fieal COM Part
| porrs Corscle
y FORTE Console
i |rorr7 Real COM Part
% PORTE Resl COM Part

The left column lists the target’s port numbers, the second column shows
the COM port it is mapped to (if any), the third column shows its working
mode, and the right column shows its status.

|04

Note: The working mode refers to the setting for the port that was
specified when the port was configured. See Port Config for
details.

Double clicking a port in the Port List brings up a Port Mapping dialog
box that lets users select the number of COM ports they wish to map (i.e.,
Real COM ports they wish to install). Only ports designated as Real Port
ports can be mapped. See Port Mapping for mapping details.

¢

Note: The Port Mapping dialog box can also be invoked either by clicking
MapTo... on the toolbar or selecting MapTo... from the menu.
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Mapped COM Ports

This panel displays the mapped COM ports, showing the device and port that
each mapped one is derived from. The list is generated as soon as the
application starts, and is dynamically updated whenever the mapped COM port
configuration changes as a result of installations and removals.

Enummbon Opeasbon  Halp

Erem Tongets | Erumposs |

Map.

| uemap |

e . . |

Targel Intormalin

Poits | COM Poutz |

| Stahs

Socket [5200

Hame |

Fuld T el

Hubet [ =]

Dielete Tapet

| Tauget Hame
I

| P Addins

| Snchet Pret | Pert Number

detort S208 192160010

5200

Dponts

PORTY

PORT?

PORTZ

PORT4

T

PORTS

PORT?

]
7]

PORTE

Real COM Pt

BnkHEON Pt

Coranle

Real COM Pt

Contole.

Flesl COM Poit

Resl COM Pot

DOebHGaN Pot

COM Pects | Mapped [
M2 182 1680105200 &
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Port Mapping and Unmapping

Port Mapping
To map a Real COM port:

1. Double click your Target item in the Port List to brings up the Port
Mapping dialog box:

Mapping Femote Target’s Ports to Local PC COMs &|

COmMA4 X

[~ Map consecutively

Map To

2. Drop down the list of available COM ports and select the COM port you
wish to map the Target port to.

3. Click OK to complete the operation.

Note: 1. If arange of ports was selected, and Map consecutively is enabled, the
COM ports are mapped to the Target ports in sequence based on the
port numbers.

2. Only Real Mode ports are mapped. Other ports in the range are
passed over.

71



JetPort 5208/5216 User’'s Manual

Port Unmapping
To unmap Real COM ports:

1. Either click Unmap... on the button bar or select Unmap... from the menu
to bring up the Port Unmapping dialog box:

Unmapping Local PC COMs (X

Unmap \comM2 -

[ Unmap consecutively

Number unmapped:
Cancel

2. Drop down the list of mapped COM ports and select the COM port you
wish to unmap.

3. Click OK to complete the operation.

Note: For a consecutive unmapping, the COM ports are unmapped in
sequence based on the mapped COM port number.
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Specifications

Appendix

B, Specification

Technology

Standard: IEEEBDZ.3 10Basa-T

IEEEB02.3u 100Base-TX

IEEEBDZ.3x flow control

Serial Communication

Number of Ports: 8

Interface: RS-232

Connectors: RJ45

Data Rates: 115.2 bps

Data Bits: 5,6, 7, 8

Parity: odd, even, none

Stop Bita: 1, 1.5, 2

R5-232: TxD, RxD, RTS, CTS, DTR. DSR, GND, DCD
Flow Control: XONMXOFF, RTS/CTS, DTR/IDSR
Serial Line Protection: 15K ESD

Network Communication

Connector: RJ-45

Feature: Auto MODIRID-X, 1001000 Auto-Negaotiation
Other

LED

PWR: Startup(Blue); Ready{Green)

Ethernet Link: Green

100MMOM Link: 100M Link{Green 100 Link{Orange)
Sarial: Grean

Software

Configuration: Windows Utility, HTTPS, 35H, Telnet,
SHMP, DHCP Client, Device Password, Firmwara Upgrada,
Save 1o Flash

Group Configuration Wizard:

Group IP Wizard, Group firmware upgrade, Group Backup!
Restore, VCOM and TCP Tunnel Setup Wizard

MIB: RFC1213 MIB 1|, RFC1317 R5232_like

SHMP Trap: Send Trap for pre-defined Traps

SNTP: For time management

Serial Service Mode: Real COM, TCP Server
Advanced Setting: Porl-Specific access right, Direct port
addressing- via S5H to any Serial Over IP port, Direct
Access via serial applications or IP application, WT320
suppart

Manitor: Devices' status, session history

E-Mail Alert: Automabic e-mail waming by pre-defined
events

Power Requirements

System Power: 100-240 VAC

Power Consumption: 8Walts M20VAC, 230VAC
Mechanical

Installation: Rackmount

Dimensgion: 4372 x 21.40 x 4 .40 cm (1U/187)

Met Weight: 3.30kg3.40kg

Environmental

Operating Temperature: 0 ~ 50 C

Operating Humidity: 5% - 85%, (non-condensing)
Storage Temperature: -20 - 60°C

Storage Humidity: 5%~ 0%, (non-condensing)
Regulatory Approvals

EMI: FCC Class A, CE/ENS5022.

EMC Immunity Interface:

EMNG1000-4-2, ENG1000-4-3, ENG1000-4-4, EME1000-4-5,
ENG1000-4-5, ENG1000-4-8, ENG1000-4-11

Safety: CE/ENG0S50

Shock: IECE00GE-2-27

Vibration: |ECE006G8-2-6

Free Fall: IECE0068-2-32
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.- Ordering Information

JetPort 5208/5216 BM6 port Rackmount Serial Device Server

Includes:

JetPort 5208/5216

Quick Installation Guide

100-240VAC power adapter

Dim-Rail kit and foot pads
Documentation and Software CO-ROM

¥ Optional Accessory

Serial cable (RJ45 to DBY male, 150cm)
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Administrator Login Failure

If you are unable to perform an Administrator login (because the Username and
Password information has become corrupted, or you have forgotten it, for
example), you can clear the login information with the following procedure:

1.
2.

A

Power off the JETPORT 5208 / JETPORT 5216 and remove its housing.
Short the jumper labeled J6.

ui7

4
uze
J6
uzs \

BATTH

D

a

Power on the switch.
When the Link and 10/100Mbps LEDs flash, power off the switch.
Remove the jumper cap from J6.

Close the housing and start the JETPORT 5208 / JETPORT 5216 back up.

After you start back up, you can use the default Username and Password
to log in.
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IP Address Determination

If you are an administrator logging in for the first time, you need to access the
JETPORT 5208 / JETPORT 5216 in order to give it an IP address that users
can connect to. There are three methods to choose from. In each case, your
computer must be on the same network segment as the JETPORT 5208 /
JETPORT 5216.After you have connected and logged in you can give the
JETPORT 5208 / JETPORT 5216 its fixed network address.

Method 1:
For computers running Windows, an IP address can be assigned with the IP
Installer utility:

1. Unzip the contents of [PInstaller.zip (found on the Software CD that came
with your JETPORT 5208 / JETPORT 5216 package) to a directory on
your hard drive.

2. Go to the directory that you unzipped the IPInstaller program to and run
IPInstaller.exe. A dialog box similar to the one below appears

43 Network Device IP Installer

Device List

MAL Address IP Address

001074340016 10.01.82 About
Help

[
' Obtain an IP addiess automatically [DHCF)

(¥ Specify an IP addess:
Enumerate |

Padess | 10 - 0 . 1 . &2
SetlIP
Subriet Mask: | 6 5 2% 0

Gateway: 10 o 1 38

3. Select the JETPORT 5208 / JETPORT 5216 in the Device List.

Note: 1. If the list is empty, or your device doesn't appear, click
Enumerate to refresh the Device List.

2. If there is more than one device in the list, use the MAC address
to pick the one you want. The JETPORT 5208 / JETPORT
5216's MAC address is located on its bottom panel.
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4. Select either Obtain an IP address automatically (DHCP), or Specify an
IP address. If you chose the latter, fill the IP Address, Subnet Mask, and
Gateway fields with the information appropriate to your network.

5. Click Set IP.

6. After the IP address shows up in the Device List, click Exit to end the
program.

Method 2:

1. Set your computer's IP address to 192.168.10. XXX
Where XXX represents any number or numbers except 10. (192.168.0.10 is
the default address of the JETPORT 5208 / JETPORT 5216.)

2. Specify the switch's default IP address (192.168.10.2) in your browser, and
you will be able to connect.

3. Assign a fixed IP address for the JETPORT 5208 / JETPORT 5216 that is
suitable for the network segment that it resides on.

4. After you log out, be sure to reset your computer's IP address to its original
value.
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Method 3:
A fixed IP address can also be assigned with the ARP command as follows:

1. Turn off the power to the JETPORT 5208 / JETPORT 5216.

2. Enter the following command:
arp -s <ip address> <JETPORT 5208/ JETPORT 5216's MAC
address>

Where the IP address that you assign is one suitable for the network
segment that the JETPORT 5208 / JETPORT 5216 resides on.

Note: The JETPORT 5208/ JETPORT 5216's MAC address can be
found on its bottom panel.

3. Turn the power to the JETPORT 5208 / JETPORT 5216 back on.

4. In your browser, go to the IP address you just assigned and log in with
your Username and Password.

Note: You must log in within 30 seconds after entering the arp command.
Therefore, it would be advisable to have your browser all set up to
go to the IP address beforehand.

5. Once you have logged in, go to Network, to set up the permanent IP
environment.
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Pin Assignmetns

RJ45-F to DB9-F DTE to DTE
JETPORT 5208 / Pins (8) Computer (DB9)

RTS 1 <« > 8

DTR 2 < > 6&1

TXD 3 < > 2

CTS 4 < > 7

GND 5 < > 5

RXD 6 < > 3

DSR 788 D — 4

9 NC not used

RJ45-F to DB9-M DTE to DCE
— T r——r——
5216 (RU45) Pins (8) (DB9)
RTS 1 <— 7
DTR 2 < > 4
TXD 3 < > 3
CTS 4 < > 8
GND 5 < > 5
RXD 6 < > 2
DCD 7 < > 1
DSR 8 <> 6

9 NC not used
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RJ45-F to DB25-F DTE to DTE
JETPORT 5208 / Pins (8) Computer (DB25)
RTS 1 > 5
DTR 2 —> 688
TXD 3 —> 3
CTS 4 —> 4
GND 5 —> 7
RXD 6 —> 2
DSR 788 —> 20
Other pins not used
RJ45-F to DB25-M DTE to DCE
JETPORT 5208 / Pins (8) Modem/Device
JETPORT (DB25)
IZTo(RIAS}
RTS 1 > 4
DTR 2 > 20
TXD 3 > 2
CTS 4 > 5
GND 5 > 7
RXD 6 > 3
DCD 7 > 8
DSR 8 > 6

Other pins not used
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RJ45-F to DB9-M DTE to DTE
JETPORT 5208 / Pins (8) Computer (DB9)

RTS 1 D —" 8

DTR 2 <> 6&1

TXD 3 < > 2

CTS 4 > 7

GND 5 <— > 5

RXD 6 < > 3

DSR 78&8 P —— 4

9 NC not used

RJ45-F to DB9-F DTE to DCE
JETPORT 5208 / Pins (8) Modem/Device
JETPORT (DB9)

2T RIAS)
RTS 1 <> 7
DTR 2 < > 4
TXD 3 < > 3
CTS 4 < > 8
GND 5 < > 5
RXD 6 < > 2
DCD 7 < > 1
DSR 8 <— 6

9 NC not used
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RJ45-F to DB25-M DTE to DTE
JETPORT 5208 / Pins (8) Computer (DB25)
RTS 1 > 5
DTR 2 —> 688
TXD 3 —> 3
CTS 4 —> 4
GND 5 —> 7
RXD 6 —> 2
DSR 788 —> 20
Other pins not used
RJ45-F to DB25-F DTE to DCE
JETPORT 5208 / Pins (8) Modem/Device
JETPORT (DB25)
IZTo(RIAS}
RTS 1 > 4
DTR 2 > 20
TXD 3 > 2
CTS 4 > 5
GND 5 > 7
RXD 6 > 3
DCD 7 > 8
DSR 8 > 6

Other pins not used
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Revision History

Version Description Date

V1.0 The first released version. Feb. 2009
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